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Abstract:  

One of the most crucial concerns in information security is user authentication. Numerous authentication 

mechanisms have been created over time. Some of these authentication methods rely on the user's 

knowledge, while others are dependent on tokens (something you possess, like an ATM), and others are 

based on biometrics. The most common and popular type of authentication mechanism is the use of 

alphanumeric password (Knowledge-based). But overtime the alphanumeric password proved to be 

vulnerable especially when short and simple passwords are chosen. Passphrases, which are sets of natural 

language words separated by spaces, have long been advocated as secure and practical because they are 

longer than passwords. In this paper, we describe the categories of passphrase authentication scheme, the 

recent research on Passphrases Authentication Schemes and outlined a future research direction. 
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1. Introduction 

 

The procedure of identifying the right user and  

giving them the right resources after verification is 

referred to as user authentication [10], [31]. 

Although textual passwords are frequently employed 

in user authentication nowadays, if a password is too 

short or based on a predictable pattern, it is likely to 

be cracked. Making passwords longer is one 

technique to increase their security. Longer 

passwords increases the password space which in 

turn mitigates the guessing attack. One type of 

longer password is a passphrase. 

Passphrases have been discussed as a 

possible more enduring and secure alternative to 

short passwords in academic literature for the past 

three decades [22] . According to researchers [30] , 

passphrases are a group of words, either related 

(e.g., "mother chicken apple") or unrelated (e.g., "I 

love apple juice"). Passphrases typically consist of a 

string of words, often separated by spaces. The user 

can select the words, which might range from well-

known phrases to obscure or made-up ones. These 

words could constitute a statement, such as "I love 

my mum," or they could be unconnected, such as 

"brain community coconut". Passphrases can contain 

statements that are known to a user (such as verses 

from a favourite song) which makes them more 

memorable than passwords. The trick is to pick 

terms that stick in the user's memory while being 

challenging for outsiders to decipher [14]. 

NIST defined a passphrase to be a 

memorized secret consisting of a series of words or 

other text that a user uses to authenticate their 

identity [9]. Intuitively, passphrases are likely to be 

easier to remember than passwords due to their 

closeness to natural language for users as well as 

harder to guess due to their length for attackers.  

 [25]  demonstrated via a lab study that even 

employing passphrases consisting of just three to 

four words can be comparable in terms of entropy 

with passwords generated using more complicated 

approaches while also accounting for memorability, 

emphasizing the importance of strong passphrases. 

Passphrases are utilized in password managers, 

bitcoin wallets, and SSH key security today [19]. 
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A passphrase's length and complexity can 

change based on the needs of the system it is being 

used for. A specified minimum length or a 

combination of uppercase and lowercase characters, 

numbers, and symbols may be necessary for some 

systems.  

A passphrase has the benefit of being simpler 

to remember than a random string of characters [22]. 

This can lessen the chance that the user will write 

down or forget their password, which could 

jeopardize security. 

The passphrase construction techniques used in 

earlier study are described here:  

User Generated Passphrase: Without any extra 

restrictions, a user creates a passphrase, such as "I 

Love Apple Juice." 

System Generated Passphrase: To create a 

passphrase, a machine picks a random word from a 

dictionary and concatenates it (for example, 

"Correct Horse Battery Staple"). 

Mnemonic-Guided Passphrase: A system 

generates a mnemonic alphabet, and the user selects 

a word that begins with each mnemonic (for 

example, given the mnemonic "ABALO," the user 

can form the passphrase "Apples bread and lox 

order"). Each technique for creating passphrases has 

a distinct. 

 

2. Passphrase Generation Methods 

2.1 User-Generated Passphrase 

 

Researchers have used many construction 

techniques of generating passphrase. One of them is 

user-chosen passphrase. User-generated passphrases 

are a popular way of authentication and access 

control that rely on user-generated secrets.  

A user-generated passphrase is a form of password 

that the user creates using a mix of words or phrases 

that are simple to remember yet challenging for 

others to guess or crack. they are typically longer 

and more complex than traditional passwords, and 

therefore considered to be more secure against 

brute-force attacks [4]. 

Despite their potential advantages, however, 

user-generated passphrases can also have some 

drawbacks. One issue with user-generated 

passphrases is that users are more prone to mistype 

longer passphrases. The fact that user authentication 

interfaces typically do not support character-by-

character echoing makes the situation worse because 

users often do not catch their mistakes until they 

have completed lengthy inputs. To address this 

issue, [20]  proposed a one-way hash function-based 

echo-back system; Instead of echo-off asterisks 

during the passphrase authentication operation, the 

monitor shows a chain of hashed values. The user 

may catch his mistakes before completing the entire 

typing process if he remembers some of the hashed 

data. 

 

 
Figure 1: Echo-back system 

 

Another issue with user-generated 

passphrases is that they are often predictable. To 

address this issue, various techniques have been 

proposed to encourage the use of more secure and 

unpredictable passphrases, such as the use of 

random words, or the use of a passphrase generator 

[8]. This predictability makes them vulnerable to 

dictionary attacks and other types of guessing 

attacks, as attackers can use lists of common words 

or phrases to try to guess users' passphrases [28]. 

Another issue with user-generated 

passphrases is that users may have difficulty 

remembering them, especially if they are too long or 

complex. To address this issue, research has 

explored various approaches for improving the 

memorability of passphrases, such as the use of 

mnemonic techniques, or the use of personalized 

passphrase policies that take into account users' 

individual characteristics and preferences [28]. The 

difficulty to remember can lead to users either 

writing down their passphrases, or reusing the same 

passphrase across multiple accounts, which can 

compromise their security.  

Building a high-entropy, more memorable 

passphrase can be accomplished by letting users 

choose from a variety of random words. Choosing 

from a selection effectively discourages people from 

selecting favourite terms that are simple to predict 

[3].  

When users are allowed to choose their own 

secrets, they can construct stronger secrets by using 

a security meter [25]. As they type, security meters 

provide the user with a visual cue on the strength of 

the secret, directing them in the right direction. 

According to Bauer et al. (2012b), strict security 

meters drive users to spend more time entering 
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secrets, strengthening security. To measure how 

secure a secret is, there isn't a universal scale for 

measuring security, though.  

 [27] observed that the majority of users 

found passphrases to be rather challenging to utilize 

because they were unfamiliar with them. But as they 

get more experience, their actions and reactions 

could change. 

Overall, user-generated passphrases can be a useful 

method for authentication and access control, but 

their security and usability can be improved through 

the use of more secure and unpredictable 

passphrases, as well as through the use of techniques 

for improving their memorability.  

 

2.2 System-Generated Passphrase 
 

Although studied to a lesser degree, system-

generated passwords and passphrases have been 

considered as an alternative to user-generated 

passphrases and traditional passwords [25] .  

This form of password is created by other software, 

not by the user. System-generated passwords 

typically lack easily discoverable linkages to 

specific individuals as a result. These passwords are 

generated without using any personal data [18]. 

In comparison to user-generated ones, 

system-generated passphrases provide a number of 

benefits. These passphrases tend to be longer, more 

random, and less predictable than those made up by 

users, according to researchers [5] . Increased 

security against brute-force and dictionary attacks is 

a result of the randomness that has been included. 

But according to [25] system-generated passphrases 

and passwords are irritating to users and ease to 

forget. 

Early in the 1990s, Arnold G. Reinhold 

created diceware. Diceware is a method for creating 

passphrases, passwords, and other cryptographic 

variables by utilizing a regular dice to generate 

hardware random numbers. For each word in the 

passphrase, five rolls of the die are required. A five-

digit number, such as 41134, is created by adding 

together the numbers from 1 to 6 that appear on the 

rolls. Using that number, the word is then located in 

a word list. 

 
Figure 2: Diceware word list sample 

 

Several words can be generated sequentially 

to create a long passphrase that is strong yet simple 

to remember passwords [24]. For many people and 

organizations, the work of Arnold G. Reinhold on 

Diceware has considerably improved password 

security. 

According to [4], the Diceware list can provide 

strong security, but offers some challenges to 

usability. In particular, some of the words on the list 

can be hard to memorize, hard to spell, or easy to 

confuse with another word. 

 It contains many rare words such as buret, 

novo, vacuo 

 It contains unusual proper names such 

as della, ervin, eaton, moran 

 It contains a few strange letter sequences 

such as aaaa, ll, nbis 

 It contains some words with punctuation 

such as ain't, don't, he'll 

 It contains individual letters and non-word 

bigrams like tl, wq, zf 

 It contains numbers and variants such 

as 46, 99 and 99
th

 

 It contains many vulgar words 

 Diceware passwords need spaces to be 

correctly decoded, e.g. in and put are in the 

list as well as input. 

 

The Electronic Frontier Foundation (EFF) 

created and published the EFF Dice-Generated 

Passphrases, also known as the EFF Wordlists in 

2011. These wordlists are a variation of the 

Diceware passphrase generation method and were 

created by the EFF to provide users with a set of 

words that could be used to generate strong and 

memorable passphrases.  
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Figure 3: EFF Word List sample 

 

Coinware is similar to diceware except it 

uses coin to select from a word list that can be 

monolingual, bilingual, or multilingual. Each face of 

the coin is labelled as binary bit „0‟ or „1‟ 

respectively. Four coin values are used to derive a 

hexadecimal digit. It is especially efficient for word 

list in binary, octal, and hexadecimal orders. There 

are readily built word lists for Han characters in 

Unicode-encoded CJK languages [16]. 

 [17]  proposed a passphrase using semantic 

noises generalizing the punctuation marks, 

capitalization, permutation, mnemonic substitution, 

associative morphing, and misspelling. Passphrase 

with semantic noises has higher information rate, 

bigger unicity distance, and more spurious keys, 

which strengthens the login protection with limited 

attempts. They also provide an ASCII mutual 

substitution table and its proof on information rate 

increment is provided. 

In order to make the Diceware passphrase 

generation mechanism even simpler to learn, 

implement, and utilize, [6]  described a number of 

improvements; the smaller number of words & 

fixed-length words. They explained how our system 

with fixed words provides almost the same 

resistance to brute force attacks and claimed that it is 

similar to many existing password policies in 

widespread use, if not outright superior. 

Other systems use partially system-assigned 

passphrases and passwords. For instance, Forget et 

al. insert randomness into user-chosen passwords to 

increase strength [7]. 

Several prior works focused on generating 

and remembering secure passwords (and 

passphrases) using techniques like contextual cues, 

portmanteau, or mnemonic based generation [13] , 

[15] , [32] . The most often used system passphrase 

generating technique is Diceware, according to [25]. 

Although Diceware is extremely secure, users have 

a very difficult time remembering the passphrases, 

meaning that its memorability is quite low [25].  

Template-based Diceware, commonly 

known as TemplateDice, is a method that is 

currently being employed to improve Diceware 

passphrase memorability. TemplateDice algorithm 

has a dictionary of English words divided into 

different parts of speech tags and has 27 syntactic 

templates for the English language, whose 

components are the tags, embedded within the 

algorithm. The idea of using syntactic templates has 

handled the issue of memorability very well.  

Passphrases in TemplateDice are produced 

using predefined English syntactic templates. The 

templates consist of different parts of speech 

including nouns, verbs, adjectives, etc. These parts 

of speech will be changed with appropriate terms 

from a vocabulary that has been organized similarly. 

The passphrases created in this manner are 

somewhat simpler to recall (for example, "when 

does a bellboy spike an elect but not a sidebar"). 

Although TemplateDice improved upon 

Diceware, it comes with a compromise in security. 

According to researcher [21], TemplateDice is not 

scalable as the information required by the system 

are all internally encoded within the algorithm. 

Again, and more importantly, the security of the 

passphrases does not scale well with length.  

[21] noted that the guess ranks of these passphrases 

gets saturated around length 8-guess rank of 8-word 

passphrase is nearly the same as that as of 13-word. 

The potential reason is the constraint imposed by the 

underlying hardcoded and extremely limited syntax 

rule patterns of TemplateDice. 

 [21] proposed a scheme they called 

MASCARA, attempts to provide a balanced trade-

off between security and memorability. They 

identify 72,999 user-chosen English passphrases 

from previous password leaks using an algorithm 

leverages word segmentation in the noisy text to 

identify these passphrases. The syntactic structures 

of these passphrases are distinctly different from 

Diceware-favoring memorability over guessability. 

Additionally, they develop measurement 

frameworks for passphrase memorability and 

guessability. They identified distinct and significant 

characteristics of a sentence which affect the 

memorability of a passphrase, building on earlier 

research on the memorability of natural language 

phrases. To gauge how easily passphrases can be 

guessed, the team also generated a Monte-Carlo 

estimate of the passphrase guess ranks. During the 

passphrase generating process, they employed this 

framework to strike a balance between 

rememberability and guessability. 

Passphrases generated by MASCARA are more 

secure than those made by users and do not have any 
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of the weaknesses of the current techniques. One of 

the MASCARA scheme's main drawback is that 

authors only took English passphrases into account. 

 

2.3 Mnemonic-Guided Passphrase 
 

The previous paragraphs discussed different types of 

passphrase generation methods. One particular type 

is called mnemonic password. A mnemonic 

password only uses the initial letter of each word, as 

opposed to allowing the passphrase to be made up of 

full words strung together. As a result, a 10-word 

passphrase has similarities to a 10-character 

mnemonic password [18]. 

The online dictionary Merriam-Webster 

(2019) defines the term mnemonic as "assisting or 

intended to assist memory". This explanation 

provides a first hint regarding the expectable 

memorability of this particular password class and 

holds out the prospect of advantageous 

memorability properties. 

Mnemonics enhance recall of information by linking 

it with another representation, such as an 

abbreviation, a rhyme, or a pattern. 

A mnemonic phrase-based password is 

where users select a memorable phrase and then use 

one character from each word, commonly the first, 

to construct a password [15]. When the mnemonic 

approach is utilized, only the first letters of an 

underlying sentence's words are used to compile a 

password [1]. This concept was possibly first 

proposed by [2] , who suggested a number of 

mnemonic mappings. This tip considerably lowered 

guessability without reducing recall, according to 

research by [34]. 

In order to help users remember their 

passwords, [12]  developed a system that would 

generate a fake news headline as a mnemonic 

phrase. The system was evaluated using lowercase 

passwords that were produced at random, and it was 

able to generate headlines for 80.5% of six-character 

passwords and 62.7% of seven-character passwords, 

respectively. The system's usability and user 

acceptance were not assessed [23]. 

 

 
Figure 4: Examples of semantic relatives of the 

words in the sentence 

 

[32] used passphrase abbreviations as mnemonic 

devices that were construct from the initial letters of 

the passphrase words. 

 [29] proposed using multi-item passes 

instead of passwords, offering examples such as 

"11th July 2018?," "Nanjing," and "San Antonio." 

They do not specify how many words can be used or 

whether other character sets are allowed. 

 [15] conducted a dictionary attack on 

mnemonic-phrase passwords and discovered that 

many users chose well-known quotes, song lyrics, 

etc. as their passwords, despite the fact that the 

security of these passwords was significantly greater 

than that of text passwords. Attackers who gather 

popular phrases and convert them to mnemonic 

passwords for use in dictionary attack could take 

advantage of this. [15]. 

Personal tweaks to letter case and the 

substitution of symbols for letters can further make 

the passphrase complex [15]. Mnemonics are an 

alternative to passwords that can increase security 

and memorability if users are trained to stay away 

from such widely used phrases [11]. 

Mnemonics could be used in two way; they 

can be used as hints to improve recall of passphrase 

[26] . A user chooses a passphrase, and the system 

creates a hint-mnemonic and stores it with the 

passphrase. For example, a user may choose “Mom 

loves apples and oranges” and the resulting hint- 

mnemonic becomes “MLAAO”. At authentication, 

the system asks the user for the passphrase, and 

displays the hint-mnemonic [33]. 

Mnemonics can also be used during the 

creation of passwords. Because users tend to use 

common word sequences, popular phrases, and 

grammatical rules in passphrases [15], many 

passphrases can be guessed by mining these 

common patterns from public sources. Mnemonics 

can be used during creation to improve randomness 

of word choices in passphrases, and to reduce the 

reuse of passphrases across different accounts [33]. 

 

3. Discussion 
Although Porter first proposed long passphrases 

[22], and while Zimmermann strongly 

recommended them for privacy-conscious PGP 

users, many in the security community do not 

currently encourage their use among users. 

A long passphrase, such as "A day that will live in 

infamy," is not only more secure than an 8-character 

random password, such as "&3Tw9#p!," but it is 

also easier to remember and typed. The results 

revealed that passphrases are a type of password that 

can be used in place of passwords. 
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While system-generated passphrase proved 

to be memorable, and long passphrase can protect 

against technical attacks. Social engineering, for 

which user awareness, attitude and education is 

essential is still an issue. Users‟ behaviour when 

generating passphrases themselves makes them 

vulnerable to attacks. 

These studies suggests that system-generated 

passphrases are more secure; nonetheless, 

consumers prefer passphrases with proper syntax 

over a random sequence of words due to 

memorability. 

Mnemonic-based passphrase were suggested as a 

good alternative to generate secure and memorable 

passwords. Despite this, they both have flaws that 

can be exploited by attackers, and there is no 

compelling proof that one is more secure than the 

other. 

Both usability and security can be improved 

in numerous ways, but often improving one will 

have a detrimental impact on the other. To strike a 

balance, the researchers believe that involving users 

more and educating them will go a long way. 

Because tight restrictions can lead to disgruntled 

users who try to find methods around the enforced 

security. Different systems serve different objectives 

and have varying levels of security. As a result, 

policymakers must evaluate both security and 

usability in order to strike an appropriate balance for 

the specific system. 

The ever-increasing power of attackers' machines 

permits cracking on ever-higher levels. We believe 

multi-language and culture-sensitive passphrase 

should be investigated by the researchers in the 

future. 
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